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I. Executive Summary 

1. Description 

A penetration test was conducted against the TryHackMe “Mr. Robot CTF” target on March 18, 2026, by 
Saar Yachin. The objective of the assessment was to identify exploitable vulnerabilities, gain unauthorized 
access, escalate privileges, and extract sensitive data from the system, up to capturing the three flags on 
the system. 

The assessment began with external reconnaissance, which identified exposed web services and the 
application attack surface. Subsequent enumeration of the target revealed sensitive files exposed through 
the web server, including a custom wordlist and the first flag. Further analysis of the WordPress login 
functionality showed that username enumeration was possible through differential responses, allowing 
identification of a valid user account. 

Using the exposed wordlist and the discovered username, a brute-force authentication attack successfully 
obtained valid WordPress credentials. Additional local enumeration exposed a weak password hash, 
which was cracked offline to obtain access to the robot user account. From there, local privilege escalation 
was achieved through a misconfigured SUID-enabled nmap binary, resulting in root-level command 
execution and full system compromise. 

2. Conclusions 

The overall security posture of the system is: Critical. 

The environment contains multiple high-impact vulnerabilities that, when chained together, allow a 
complete compromise from unauthenticated network access to full system control. 

The most severe issues include: 

 Sensitive file exposure through the web server 
 Username enumeration and brute-forceable authentication 
 Weak password storage using MD5 
 Unsafe SUID configuration allowing privilege escalation 

Immediate remediation is required to prevent exploitation in a real-world scenario. 

Recommended remediation actions: 

 Remove sensitive files from public access 
 Implement strong authentication protections and rate limiting 
 Replace weak password hashing mechanisms 
 Restrict or remove unnecessary SUID permissions 
 Patch outdated services regularly 
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II. Technical Report 

1. Summary 

Penetration test scope 

Target: 10.112.167.111 
Goal: Obtain root/admin-level access and extract sensitive data (3 flags) 
Assessment Type: Black-box penetration test, remote network access. 
 

Vulnerability Pie Chart by Severity 

 

Vulnerability Summary Table 

ID Severity Vulnerability Name Status 

VULN-001 Medium ‘robots.txt’ Information Disclosure Open 

VULN-002 Medium Username Enumeration Open 

VULN-003 Critical Brute Force Authentication / Weak Administrative 
Credentials 

Open 

VULN-004 High Weak Password Hash (MD5) / Sensitive Credential 
Exposure 

Open 

VULN-005 Critical SUID Misconfiguration (nmap) Open 

VULN-006 Medium Excessive Known CVEs (Outdated Services) Open 

VULN-007 Medium Insecure Communication / HTTP Accessible 
Without Enforced Redirect 

Open 

VULN-008 Medium SSH Password Authentication Enabled Open 
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2. Detailed Technical Report by Vulnerability 

Note on rating methodology: CVSS v3.1 scores below are contextual assessment estimates assigned for 
this engagement and are intended to support severity discussion rather than serve as official vendor 
scores. The scores were calculated using the NIST CVSS calculator, with adjustments made to fit the 
context. The scores were categorized into severity level according to the following ratings: 

Severity CVSS v3.1 Rating 
Critical 9.0 – 10.0 
High 7.0 – 8.9 
Medium 4.0 – 6.9 
Low 0.1 – 3.9 

 

VULN-001 ‘robots.txt’ Information Disclosure  Severity: MEDIUM 
Description: The ‘/robots.txt’ file exposed sensitive resources, including ‘fsocity.dic’ and ‘key-1-

of-3.txt’. 
Impact: An attacker can use exposed files for reconnaissance, credential attacks, and early 

compromise steps. In this case, the disclosed wordlist directly supported the 
authentication attack, and the first flag was exposed without authentication. 

Remediation:  Remove sensitive references from ‘/robots.txt’ 
 Prevent public access to internal files and wordlists  
 Review web root contents for unintended exposure 

CVSS v3.1: Score: 5.3. Severity: MEDIUM 
Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N 

 

VULN-002 Username Enumeration Severity: MEDIUM 
Description: The WordPress login page returned measurably different responses for invalid 

usernames and valid usernames with incorrect passwords. This enabled 
enumeration of valid accounts. 

Impact: An attacker can identify valid usernames and use them in password attacks, 
increasing the likelihood of successful unauthorized access. 

Remediation:  Standardize authentication failure responses 
 Avoid disclosing whether a username exists 
 Implement monitoring for repeated login attempts 

CVSS v3.1: Score: 5.3. Severity: MEDIUM 
Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N 
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VULN-003 Brute Force Authentication / Weak 
Administrative Credentials 

Severity: CRITICAL 

Description: The login interface allowed repeated password attempts without effective rate 
limiting or account lockout, enabling a brute-force attack using the exposed custom 
wordlist. 

Impact: An attacker can gain unauthorized access to valid user accounts through repeated 
login attempts, leading to administrative or application-level compromise. 

Remediation:  Implement login rate limiting 
 Enforce account lockout or progressive delays 
 Require multi-factor authentication for administrative accounts 
 Enforce strong password policies 

CVSS v3.1: Score: 9.8. Severity: CRITICAL 
Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H 

 

VULN-004 Weak Password Hash (MD5) Severity: HIGH 
Description: A password hash for the robot user was exposed and stored using MD5, which is 

unsuitable for password storage and vulnerable to offline cracking. 

Impact: An attacker who obtains the hash can crack it offline and recover valid credentials, 
leading to unauthorized access to the affected account. 

Remediation:  Use stronger hash algorithm (i.e., bcrypt, Argon2) 
 Rotate compromised credentials 
 Restrict access to secret-containing files 

CVSS v3.1: Score: 7.4. Severity: HIGH 
Vector: CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N 

 

VULN-005 SUID Misconfiguration (nmap) Severity: CRITICAL 
Description: A SUID-enabled nmap binary was present on the system. Older versions of nmap 

include an interactive mode that can be abused to execute shell commands with 
elevated privileges. 

Impact: An attacker with local access can escalate privileges to root and obtain full control 
of the system. 

Remediation:  Remove unnecessary SUID permissions from binaries 
 Replace or upgrade vulnerable versions of nmap 
 Review all SUID-enabled binaries on the host 
 Apply least privilege principles 

CVSS v3.1: Score: 9.9. Severity: CRITICAL 
Vector: CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H 
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VULN-006 Outdated Services / CVE Exposure Severity: MEDIUM 
Description: A vulnerability scan (tool: Sroq) identified multiple known vulnerabilities affecting 

exposed services on the target. 

Impact: Outdated services increase the attack surface and the likelihood of exploitation 
through publicly known weaknesses. 

Remediation:  Patch OS and services regularly 
 Perform continuous or frequent vulnerability scanning 
 Maintain an asset and patch management process 

CVSS v3.1: Score: 5.6. Severity: MEDIUM 
Vector: CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:L/A:L 

 

VULN-007 Insecure Communication / HTTP Accessible 
Without Enforced Redirect 

 

Severity: MEDIUM 

Description: The application was accessible over both HTTP and HTTPS, but HTTP was not 
forcibly redirected to HTTPS. This may expose credentials and session data to 
interception or downgrade scenarios if an attacker is positioned on the network 
path. 

Impact: Insecure protocols expose credentials and may facilitate MITM and snooping 
attacks. 

Remediation:  Enforce HTTPS 
 Redirect HTTP to HTTPS 
 Enable HSTS where appropriate 

CVSS v3.1: Score: 5.7. Severity: MEDIUM 
Vector: CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N 
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VULN-008 SSH Password Authentication Enabled Severity: MEDIUM 
Description: The SSH service accessible on port 22 allows password-based authentication, 

instead of enforcing key-based authentication. While not a vulnerability on its own, 
this configuration increased risk when combined with exposed credentials (VULN-
004), enabling potential remote access. 

Impact: If credentials are weak, reused, or exposed (see VULN-003), attackers can gain 
remote shell access. 

Remediation:  Disable password authentication 
 Enforce key-based authentication 
 Implement fail2ban or similar protection 

CVSS v3.1: Score: 5.9. Severity: MEDIUM 
Vector: CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:L/A:L 
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III. Proof of Concept 

Detailed Penetration Test 

The attack was performed remotely over HTTP without prior access. 

1. Step 1 – Service Enumeration 

Open ports and services were discovered using nmap. Services identified: SSH on port 22, HTTP on port 
80, HTTPS on port 443. Note: Insecure protocol (VULN-007). 

 

Opening the IP on the browser reveals the target website: 
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2. Step 2 – Website Enumeration 

Gobuster was used to enumerate the website, revealing a WordPress-based web application and 
additional publicly accessible files. 
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3. Step 3 – Information Disclosure via ‘robots.txt’ 

The ‘/robots.txt’ file disclosed sensitive resources, including a custom wordlist and the first flag (VULN-
001). 

This revealed: 

 fsocity.dic 

 key-1-of-3.txt 

The first flag was obtained directly from the exposed file. 
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4. Step 4 – Username Enumeration 

The WordPress login page was tested for differential responses. It was found that the application 
responded differently to invalid usernames versus valid usernames with incorrect passwords, enabling 
username enumeration (VULN-002). 
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The request was captured, and the username was replaced with FUZZ for use with ffuf. 

 

ffuf -w fsocity_ranked.txt -request login.req -request-proto http -mc all -fs 3608  
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Using this technique, the valid username ‘elliot’ was identified. 

 

5. Step 5 - Authentication Attack via Brute Force 

Using the disclosed custom wordlist and the discovered username, a brute-force authentication attack 
was conducted against the WordPress login page (VULN-003). This time, hydra was used. 
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Valid credentials were obtained: 

 elliot : ER28-0652 

These credentials provided access to the WordPress administrative interface. 

 

 

 

6. Step 6 – Uploading a Reverse Shell Script 

After gaining access to the administrative panel, the theme editor was accessed in order to modify a php 
file. An arbitrary file was selected – author-bio.php. 
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On the attacker machine, a listener was set up. When the injected php file was accessed via the 
browser, a reverse shell was obtained as the service user ‘daemon’: 
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7. Step 7 - Discovery of Sensitive Credentials 

Further enumeration exposed a password hash associated with the user ‘robot’ (VULN-004): 

 

 

8. Step 8 - Discovery of Additional Credentials 

The hash was identified as raw MD5 and cracked offline using John the Ripper. This recovered valid 
credentials for the user ‘robot’. 

 

 

9. Step 9 – Access to User ‘robot’ 

Using the cracked credentials, access to the user ‘robot’ was obtained. The second flag was then 
retrieved from the user’s directory. 



Penetration Test Report THM Room: Mr. Robot CTF By: Saar Yachin Date: 18-Mar-26 Page 17 of 20 

 

 

10. Step 10 – Privilege Escalation via SUID Misconfiguration 

Local enumeration identified a SUID-enabled binary. The following binary was identified as exploitable: 
/usr/local/bin/nmap. 

 

 

Because this version of nmap supported interactive mode, it was possible to obtain a root shell (VULN-
005). This resulted in root-level access to the target system. The third flag was then retrieved from the 
root context. 
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11. Conclusion: Full System Compromise 

All three flags were captured and root-level access was achieved. 
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IV. Schedule A – Vulnerability Scan Results 

Tool: Sroq (https://github.com/saaryachin/sroq.git) 
Target: TryHackMe Room: Mr. Robot CTF, IP: 10.114.134.55 (IP may change in the report due to 
different sessions) 
Penetration tester: Saar Yachin 
Date: March 18, 2026 

Sroq output excerpts: 

 
Scan results table excerpt: 
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sroq_2026-03-18_11-
28-13.xlsx  

Detailed JSON excerpt: 

 
 
 
The full scan results can be sent as an Excel file or in CSV or JSON format. 


