
Penetration Test Report THM Room: Dreaming By: Saar Yachin Date: 16-Mar-26 Page 1 of 21 

 

Penetration Test Report 

TryHackMe Room: Dreaming, Penetration Tester: Saar Yachin 

Target: TryHackMe Room: Dreaming, IP: 10.112.159.137 (IP may change in the report due to different 
sessions) 
Penetration tester: Saar Yachin 
Date: March 16, 2026 

Table of Contents 

I. Executive Summary ........................................................................................................... 2 

1. Description ..................................................................................................................... 2 

2. Conclusions .................................................................................................................... 2 

II. Technical Report ................................................................................................................ 3 

1. Summary ........................................................................................................................ 3 

2. Detailed Technical Report by Vulnerability ..................................................................... 4 

III. Proof of Concept ............................................................................................................ 7 

1. Step 1 – Service Enumeration ........................................................................................ 7 

2. Step 2 – Website Enumeration ....................................................................................... 8 

3. Step 3 – Application and Version Identification ............................................................... 9 

4. Step 4 - Authentication Bypass via Weak Credentials ...................................................10 

5. Step 5 - Remote Code Execution via File Upload ..........................................................10 

6. Step 6 - Credential Discovery ........................................................................................12 

7. Step 7 - Lateral Movement to User ‘lucien’ ....................................................................13 

8. Step 8 - Discovery of Additional Credentials ..................................................................14 

9. Step 9 – Privilege Escalation via Sudo Misconfiguration ................................................14 

10. Step 10 – Command Injection Exploitation ................................................................14 

11. Step 11 – Privilege Escalation via Writable Library ....................................................17 

12. Conclusion: Full System Compromise .......................................................................18 

IV. Schedule A – Vulnerability Scan Results .......................................................................20 

 

  



Penetration Test Report THM Room: Dreaming By: Saar Yachin Date: 16-Mar-26 Page 2 of 21 

 

I. Executive Summary 

1. Description 

A penetration test was conducted against the TryHackMe “Dreaming” target (IP: 10.112.159.137) on 
March 16, 2026, by Saar Yachin. The objective of the assessment was to identify exploitable vulnerabilities, 
gain unauthorized access, escalate privileges, and extract sensitive data from the system, up to capturing 
the three flags on the system. 

The assessment began with external reconnaissance, which identified exposed services including SSH and 
HTTP. The web application was identified as Pluck CMS 4.7.13, which was found to be vulnerable to 
authenticated remote code execution. Through exploitation of weak default credentials and application 
vulnerabilities, initial access was obtained as the web server user. 

Subsequent post-exploitation activities revealed multiple critical security issues, including credential 
exposure, unsafe sudo configurations, command injection vulnerabilities, and insecure file permissions. 
These issues enabled full compromise of the system, including access to all target users and their 
respective flags: lucien, death, and morpheus. The attack required minimal effort and no advanced 
techniques, demonstrating a high-risk exposure. 

2. Conclusions 

The overall security posture of the system is: Critical. 

The environment contains multiple high-impact vulnerabilities that, when chained together, allow a 
complete compromise from unauthenticated network access to full system control. 

The most severe issues include: 

 Remote Code Execution via vulnerable CMS 
 Hardcoded and exposed credentials 
 Unsafe privilege escalation mechanisms 
 Writable system libraries used by privileged processes 
 Immediate remediation is required to prevent exploitation in a real-world scenario. 

Recommended remediation actions: 

 Patch services. 
 Use strong credentials. 
 Limit file/directory permissions and privileged processes. 
 Use a secure communication protocol (HTTPS) 
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II. Technical Report 

1. Summary 

Penetration test scope 

Target: 10.112.159.137 
Goal: Obtain root/admin-level access and extract sensitive data (3 flags) 
Assessment Type: Black-box penetration test, remote network access. 

Vulnerability Pie Chart by Severity 

 

Vulnerability Summary Table 

ID Severity Vulnerability Name Status 

VULN-001 Critical Authenticated RCE in Pluck CMS Open 

VULN-002 Critical Weak Credentials / Authentication Failure Open 

VULN-003 High Credential Exposure (Files & History) Open 

VULN-004 High Unsafe Sudo Configuration Open 

VULN-005 High Command Injection in Python Script Open 

VULN-006 High Writable Python Library (Privilege Esc.)  Open 

VULN-007 Medium Excessive Known CVEs (Outdated Services)  Open 

VULN-008 Medium Insecure Communication (HTTP) Open 

VULN-009 Medium SSH Password Authentication Enabled Open 
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2. Detailed Technical Report by Vulnerability 

Note on rating methodology: CVSS v3.1 scores below are contextual assessment estimates assigned for 
this engagement and are intended to support severity discussion rather than serve as official vendor 
scores. The scores were calculated using the NIST CVSS calculator, with adjustments made to fit the 
context. The scores were categorized into severity level according to the following ratings: 

Severity CVSS v3.1 Rating 
Critical 9.0 – 10.0 
High 7.0 – 8.9 
Medium 4.0 – 6.9 
Low 0.1 – 3.9 

 

VULN-001 Authenticated Remote Code Execution Severity: CRITICAL 
Description: Pluck CMS (≤ 4.7.13) is vulnerable to file upload abuse allowing execution of 

malicious payloads (CWE-434). 
Impact: An attacker can execute arbitrary commands on the server, leading to full system 

compromise. 
Remediation:  Upgrade Pluck CMS to ≥ 4.7.16 

 Restrict executable uploads 
 Validate file content (not just extension) 

CVSS v3.1: Score: 9.9. Severity: CRITICAL 
Vector: CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H 

 

VULN-002 Weak Credentials Severity: CRITICAL 
Description: The CMS login accepted weak/default credentials (admin:password). Tool used: 

Burp Suite: Intruder. 
Impact: An attacker can gain administrative access and trigger RCE. 
Remediation:  Enforce strong password policy 

 Implement account lockout 
 Implement multi-factor authentication (MFA) 

CVSS v3.1: Score: 9.8. Severity: CRITICAL 
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H 
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VULN-003 Credential Exposure Severity: HIGH 
Description: Sensitive credentials were found in plaintext and hardcoded in scripts (/opt/test.py, 

user shell history). 
Impact: An attacker can perform lateral movement between users. 
Remediation:  Remove credentials from files 

 Use environment variables / secret manager 
 Rotate all exposed passwords 

CVSS v3.1: Score: 7.8. Severity: HIGH 
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:L 

 

VULN-004 Unsafe Sudo Configuration Severity: HIGH 
Description: User ‘lucien’ could run a Python script as user ‘death’. 
Impact: Privilege escalation to another user without authentication. 
Remediation:  Apply least privilege 

 Avoid interpreter execution in sudo rules 
 Use restricted binaries only 

CVSS v3.1: Score: 7.8. Severity: HIGH 
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H 

 

VULN-005 Command Injection Severity: HIGH 
Description: The script getDreams.py used unsafe command execution. 
Impact: An attacker can trigger command execution by injection to a database. 
Remediation:  Avoid ‘shell=True’. 

 Sanitize input. 
 Use parameterized execution. 

CVSS v3.1: Score: 7.8. Severity: HIGH 
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H 

 

VULN-006 Writable Python Library Severity: HIGH 
Description: A system Python library (shutil.py) was writable and used by a privileged scheduled 

script. 
Impact: The library enables code execution as a higher-privilege user (morpheus). 
Remediation:  Use integrity monitoring. 

 Apply least privilege. 
 Secure permissions on system libraries. 
 Run scheduled tasks with minimal privileges. 

CVSS v3.1: Score: 7.8. Severity: HIGH 
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H 
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VULN-007 Outdated Services / CVE Exposure Severity: MEDIUM 
Description: Vulnerability scan (tool: Sroq) identified 75 CVEs affecting exposed services, of 

which 18 are critical. 
Impact: Increases attack surface and higher likelihood of exploitation. 
Remediation:  Patch OS and services regularly. 

 Perform continuous/frequent vulnerability scans.  

CVSS v3.1: Score: 5.6. Severity: Medium 
CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:L/A:L 

 

VULN-008 Insecure Communication (HTTP) Severity: MEDIUM 
Description: The target uses the insecure HTTP protocol. 
Impact: Insecure protocols expose credentials and may facilitate MITM and snooping 

attacks. 
Remediation:  Enforce HTTPS using TLS 1.2 or higher and redirect all HTTP traffic to HTTPS. 

CVSS v3.1: Score: 5.7. Severity: MEDIUM 
CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N 

 

VULN-009 SSH Password Authentication Enabled Severity: MEDIUM 
Description: The SSH service accessible on port 22 allows password-based authentication, 

instead of enforcing key-based authentication. While not a vulnerability on its own, 
this configuration increased risk when combined with exposed credentials (VULN-
003), enabling potential remote access. 

Impact: If credentials are weak, reused, or exposed (see VULN-003), attackers can gain 
remote shell access. 

Remediation:  Disable password authentication 
 Enforce key-based authentication 
 Implement fail2ban or similar protection 

CVSS v3.1: Score: 5.9. Severity: MEDIUM 
CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:L/A:L 

 

 

  



Penetration Test Report THM Room: Dreaming By: Saar Yachin Date: 16-Mar-26 Page 7 of 21 

 

III. Proof of Concept 

Detailed Penetration Test 

The attack was performed remotely over HTTP without prior access. 

1. Step 1 – Service Enumeration 

Open ports and services were discovered using nmap. Service identified: HTTP, port 80. Note: Insecure 
protocol (VULN-008). 

 

Opening the IP on the browser reveals the default Apache2 webpage: 
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2. Step 2 – Website Enumeration 

Gobuster was used to enumerate the website, revealing the page: /app. 

 

On the browser: 
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3. Step 3 – Application and Version Identification 

Entering the folder, we reach the Pluck 4.7.13 app. Note: outdated service (VULN-007: Outdated 
Services): 

 

Clicking admin, we are presented with the login page: 
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4. Step 4 - Authentication Bypass via Weak Credentials 

Using Burp Suite Intruder, the password is found to be default password: “password” (VULN-002: Weak 
Credentials), providing us with full admin panel access. 

5. Step 5 - Remote Code Execution via File Upload 

Research into Pluck 4.7.13 showed that it allows uploading scripts & malicious code by changing the 
extension (PHAR bypass - the system prevents PHP extensions but not PHAR) (VULN-001: Authenticated 
Remote Code Execution). 

A reverse shell script (Pentest Monkey - PHP) was uploaded under the filename: shell.phar.  
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A listener was set up on the attacker machine: 

 

By opening the file on the app’s content management system, the reverse shell connects to the attacker 
machine, granting access as the app user (www-data): 
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6. Step 6 - Credential Discovery 

In the /opt directory, two files were found. One contained hardcoded credentials for user ‘lucien’ 
(VULN-003: Credential Exposure), while the other exposed information on user ‘death’, excluding the 
password, as well as information on the script and use of mysql and a library name. 
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7. Step 7 - Lateral Movement to User ‘lucien’ 

Using the discovered credentials, access to user 'lucien' was obtained via local privilege escalation and 
later SSH authentication:  
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8. Step 8 - Discovery of Additional Credentials 

User Lucien’s history exposes mysql credentials: 

 

9. Step 9 – Privilege Escalation via Sudo Misconfiguration 

Sudo -l reveals user Lucien can run the script getDreams as user Death. Running the script we can 
see it presents the contents of the mysql table dreams: 

 

10. Step 10 – Command Injection Exploitation 

The script (presented above) presents sql data in a way that can be used to run shell commands 
(shell=True) (VULN-005: Command Injection). 
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With Lucien’s mysql credentials we can insert code into the mysql database which will open a shell 
as user Death when run using Lucien’s sudo permissions. 
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Now when the script is run, the new table entry grants shell access as user Death (“I am become Death, 
destroyer of life”), exposing the Death’s flag and credentials as hardcoded in the script (VULN-003: 
Exposed Credentials). 
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11. Step 11 – Privilege Escalation via Writable Library 

The third user’s directory, /home/morpheus/, presents a script that is apparently run regularly (as 
confirmed using pspy64 process monitor). The script uses a library called “shutil”. Looking for the library, 
we discover that it belongs to group “death”: 
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As user Death, the shutil.py is edited and the reverse shell code is inserted. 

 

The listener was again started, and the attacker waited for the reverse shell to make contact. When it 
does, shell was obtained as user ‘morpheus’ and the last flag was captured. 

 

12. Conclusion: Full System Compromise 

All three users were compromised and all three flags were captured. 
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IV. Schedule A – Vulnerability Scan Results 

Tool: Sroq (https://github.com/saaryachin/sroq.git) 
Target: TryHackMe Room: Dreaming, IP: 10.112.239.38 (IP may change in the report due to different 
sessions) 
Penetration tester: Saar Yachin 
Date: March 16, 2026 

Sroq output excerpts: 

 
Scan results table excerpt: 
timestamp network_name network_cidr host_ip open_ports_count open_ports unique_cve_count
2026-03-17_11-25-18Dreaming 10.112.129.38 10.112.129.38 2 22;80 75
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Detailed JSON excerpt: 

 
 
 
The full scan results can be sent as an Excel file or in CSV or JSON format. 


